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Threat Intelligence Lead Researcher/Analyst 

 

 

Us 
Ensighten was founded in 2009, with an amazing roster of global clients, such as Delta, McDonald’s, United 

Airlines, Capital One, Nationwide and many more. We’re growing significantly and looking for passionate 

individuals to join our growing team. So, what do we do? We enable F1000 brands to ensure their websites are 

secure, preventing leakage of customer data, applying strong data governance principles whilst also adhering to 

global compliance regulation.  

 

Ensighten is  the global leader in client-side website protection helping organizations defend their online 

properties against unauthorized data leakage and web skimming attacks such as those by Magecart hacker 

groups. 

 

The role 
We are looking to hire a senior threat intelligence researcher/analyst who will drive the organization’s TI 

capabilities, but also build out a team to deliver a strong foundation that will be used to drive the Ensighten 

product roadmap and the organization’s public image. 

 

The ideal candidate for this role will have a strong background in threat intelligence research and analysis and 

will be able to relay such research into both public-facing material and data which can be used by Engineering.  

Additionally, we are looking for someone who will be able to lead-by-example to create a strong, industry-

leading team. 

 

Ensighten is not looking for someone to follow a playbook, but instead someone who will define the playbook. 

We are offering an opportunity to drive and set the course of an exciting part of our business, which we feel will 

change the perception for client-side security and enable Ensighten to revolutionize the way organizations 

protect themselves from web skimming attacks. 

 

This role takes a certain type of person with a certain type of mindset but for the right person, this will be 

incredibly rewarding. 

 

Key Requirements 
This role will appeal to people with varying types of skills, but mostly those who have the analytical hacker 

mentality. With that said, there needs to be a set of basic requirements to highlight the type of person we are 

looking for: 

 

§ Candidates must have the ability to conduct technical analysis to detect and discover existing and new 

attack methods. Ideally, the candidate would have this experience within client-side website attack 

methods, such as JavaScript injection, but the ability to demonstrate experience which is transferable is 

also acceptable. 
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§ Candidates must have strong JavaScript abilities – particularly the knowledge to reverse engineer (often 

obfuscated) code to figure out if malware is present. This means that the candidate has a certain hacker 

mentality and enjoys breaking things apart to see how they work. 

 

§ Candidates must have a strong analytical thought-process which allows them to follow through the 

expected logic of certain website processes, understanding if things appear different and why. 

 

§ Candidates must understand what web skimming is. It is acceptable to research and learn about this attack 

type prior to an interview, but candidates must be able to talk about the concept and methods in-depth 

during such time.  

 

§ Candidates must have good writing abilities and be capable of presenting their research and analysis in 

material that is suitable for public consumption. For reference, we are not looking for Shakespeare, but 

instead someone who can create a document which doesn’t need completely re-writing before it can be 

released. 

 

 

Management Experience 
The candidate for this role is expected to lead and build out a team, but that doesn’t mean that we’re looking for 

someone with 10 years of management experience. What we are looking for is someone that can lead by 

example and someone who is the team, rather than owns the team. 

 

We have a great executive leadership team who will guide and mentor you if this is your first leadership role, 

whereas our approach is very hands-off if you are a seasoned leader and have your own ideas about how things 

should be done. 

 

What we are looking for is someone who has the required skillset first and are happy to develop your 

leadership side if needed. If you have the skills and are looking to take your next career step, this is the role for 

you. 

 

Location 
There are no location requirements or stipulations for this role and the right person will be considered 

regardless of where they live. While travel is not part of the role, candidates must be able to occasionally travel 

for things such as company events. 

 

Compensation 
There is no defined compensation range for the role other than to say that we will be exceptionally competitive 

for the ideal candidate. 

 

Education Requirements 
There are no specific education requirements for the role – we are looking for the right person with the right 

abilities and the right mindset. If you have a master’s in operating system design, fantastic, we want to talk to 

you! If you don’t have a degree but can break down a JavaScript library in 20 minutes, then you are also the 

type of person we want in our organization and are quite probably ideally suited for this role too. 

 

If you are highly motivated, we would love to hear from you. Please submit resume to careers@ensighten.com.  
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